
FEDERAL RESERVE BANK 
OF NEW YORK

May 16, 1980

Board Staff Advisory Opinion on Financial Institutions’
Reports of Suspected Criminal Violations

To A ll State Member Banks 
in the Second Federal Reserve District:

The Board of Governors of the Federal Reserve System has issued an advisory opinion 

prepared by the staff of its Legal Division concerning the transfer by financial institutions to 

Federal law enforcement agencies or departments of information and documents subject to 

the Right to Financial Privacy Act. The advisory opinion specifies procedures financial 

institutions should follow in reporting suspected violations of criminal law to such agencies 

or departments, principally the Federal Bureau of Investigation, the United States 

Attorneys’ offices, and the Department of Justice.

Enclosed is a copy of the advisory opinion. Questions on the procedures it specifies may 

be directed to Raleigh M. Tozer, Senior Attorney in our Legal Department (Tel. No. 212-791- 

5009) or to our Regulations Division (Tel. No. 212-791-5914).

A n t h o n y  M. So l o m o n ,
President.
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ADVISORY OPINION CONCERNING FINANCIAL INSTITUTIONS’ REPORTS OF SUSPECTED CRIMINAL VIOLATIONS 1/

This advisory opinion is being issued for the purpose of establishing new procedures regarding the transfer of information and documents subject to the Right to Financial Privacy Act ("RFPA") to federal law enforcement agencies, principally to the Federal Bureau of Investigation, the United States Attorneys' offices and the Department of Justice. Staff of the Federal Reserve Board's Legal Division prepared this opinion, based in part upon an opinion and directives from the United States Department of Justice. Modification of these procedures may be necessary as the Federal Reserve System gains experience under the RFPA, or if Congress enacts amendatory legislation for the RFPA. You are encouraged to contact your regional Reserve Bank, or MaryEllen A. Brown, Senior Counsel, Board of Governors of the Federal Reserve System (202-452-3608) about any questions you may have concerning these procedures.
I. Records Covered. The RFPA protects financial records, or information known to be derived therefrom, relating only to accounts of individuals and partnerships of five or fewer partners. The RFPA does not protect records relating to accounts of corporations, partnerships of six or more partners, associations, or other legal entities.
Further, even as to financial information relating to accounts of individuals and partnerships of five or fewer partners, not all records are protected by the RFPA. More specifically, to be a protected record, an item must meet all of the following tests:
(a) it must be held by a specific financial institution;
(b) it must pertain to an individual's (or covered partnership's) utilization of the services of that financial institution? and
(c) it must relate to an account maintained by that individual (or covered partnership) at that institution.
Applying the above tests, therefore, the following items are not covered by the RFPA: forged or counterfeit financial instruments;financial records in the possession of an institution other than the institution at which the person maintains an account (for example, a

1/ RFPA restricts federal agencies' access to "customer" financial records; but disclosures to state and local law enforcement authorities are not covered by the Act. In addition to the RFPA, financial institutions should be familiar with the financial privacy laws of their respective states, which may contain broader restrictions. Also, as defined by the Act, a "financial institution" includes a credit card issuer? thus, the Act applies to, among others, a credit card ifesuing nonbank subsidiary of a bank holding company.

[Enc. At Cir. No. 8829]
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check or money order cashed for a noncustomer);2/ bank surveillance photographs; contents of a safe deposit box sought pursuant to search warrant; or records pertaining to functions that do not involve an account relationship (services not covered by the Act include sales of stock, performance of computer services, and other activities that do not constitute account-related banking services).
II. Reporting of Suspected Crimes. The RFPA specifically authorizes financial institutions voluntarily to report suspected crimes to federal law enforcement authorities even where such notification will necessarily involve disclosure of financial information "derived from" protected records. In reporting to the Federal Bureau of Investigation and the appropriate United States Attorney's office that a suspected criminal violation has occurred, is occurring, or will occur, a financial institution may disclose the following information to a federal law enforcement agency:
(a) the name(s) and address(es) of the person(s) suspectedand his (their) relationship with the financial institution, if any;
(b) the identity of the financial institution(s) or office(s) thereof involved;
(c) the specific offense(s) suspected;
(d) the name(s) and address(es) of the account holder(s) and the account number(s) and type(s) of account(s) in which evidence of the suspected offense(s) is located; and
(e) a general description (dates and any suspicious circumstances) of the transaction(s) involved in the suspected offense(s).

Of course, other information not protected by the Act which will assist the law enforcement agency may be freely disclosed.
To illustrate the extent of information which may be disclosed in connection with a financial institution's notification to federal law enforcement authorities of a suspected criminal offense, the following example has been provided by staff of the Department of Justice:
Example: The employing institution, First Financial, suspectsone of its tellers, Steve Jones, of taking advantage of his position

2 /  However, in the case of a government loan program where the federal agency requires a lender bank to verify deposits at other financial institutions, or obtain other information from financial records of a prospective borrower maintained at another financial institution, once this information or these financial records are received, they become part of the lender bank's financial records of the customer- borrower. There may also be other instances where one bank would transfer records to another bank; and in such instances, the transferred records would become part of the financial records of the account holder 
at the recipient bank.
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at First Financial's State Street branch office to embezzle funds from the accounts of six customers, one of which is a corporation, and of depositing the proceeds of these embezzlements in Jones' own account at the State Street office. Under the RFPA, First Financial may report the crime to federal law enforcement authorities providing all pertinent information not covered by the RFPA. In this case, such nonprotected information might include records of Jones' shortages and overages as a teller, complete records relating to the corporate account which has been victimized, information from First Financial's employment records pertaining to Jones, including such items as his employment application and salary level, information obtained from interviews with other employees of First Financial (if such information is not derived from financial records pertaining to Jones' personal account) which indicates that Jones is living in a style not in keeping with his income as a teller or that Jones engages in suspicious activities while performing his job as teller.
Of course, financial records relating to Jones' personal account are protected as are records pertaining to the five accounts of private individuals who are being victimized by Jones' embezzlement. However, even if derived from such protected records, the following information may be reported to federal law enforcement authorities:
(a) Steve Jones' full name and address, the fact that heis employed as a teller at the State Street Office, and the fact that he is suspected of embezzlement;
(b) the fact that the suspected offenses all involve transactions occurring at First Financial's State Street office;
(c) the fact that the offense appears to involve violations of federal criminal law, e.g. , 18 U.S.C. 656;
(d) the names and addresses of the customers who are the suspected victims of the embezzlements, the fact that they are believed to be >/ictims, the fact that they have accounts at the State Street office, the account numbers of the victims' and Jones' accounts, and the fact that Jones is suspected of depositing embezzled funds in his own account;
(e) the dates of the suspicious transactions involving each victim's account and Jones' account, together with a description of any circumstances leading to the belief that the withdrawals and deposits in question were part of an embezzlement scheme (for example, inquiries by customer-victims as to specific unexplained debits to their accounts).

The report may also include the financial institution's analysis of the information described above, together with an analysis of the significance of the suspected offense. While the general description and analysis of suspicious transactions may not be so detailed as to eliminate any need for law enforcement access to actual records, it should
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be sufficient to enable federal authorities (1) to reasonably describe 
records needed in the investigation, (?) to determine that there is 
reason to believe such records are relevant to a legitimate law enforce
ment inquiry. Once provided with sufficient information to comply with 
these two requirements of the RFPA, federal authorities can proceed 
to obtain access to records pursuant to the procedures set out by the 
Act.

III. Duplicate Reports are to be submitted for any suspected 
criminal offense to the Federal Bureau of Investigation and the appropriate 
United States Attorney's office.

1. The report to the FBI must contain the following statement: "Pursuant to instructions from the Department of Justice, you are required to acknowledge this report in writing, and to include the FBI case number assigned to this matter."
2. Also, pursuant to instructions from the Department of Justice, State member banks are requested to send a duplicate report of all suspected offenses involving $50,000 or more to

Fraud Section Criminal DivisionUnited States Department of Justice Washington, D. C. 20530
3. State member banks are to continue to send copies of all reports made to the FBI about suspected criminal violations to their appropriate Reserve Bank. IV.
IV. Records NOT Covered— i.e., Reporting of Violations NOT Involving Information from Customers' Records. Statemember banks should continue to report these violations just as they have done in the past. The procedures set forth above do not apply to such reports.
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